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., Date & Time Setting on the MFP racoH

The MFP time needs to coincide with the time that is set on
the Mac in consideration of the time zone. If the time on the
MFP and the Mac are different by more than two hours,
Scan to SMB will fail. Make sure the SP 5302-002 (Set
Time/Time Difference on the MFP) has the correct time
zone.
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| Creating A Shared Folder e

[Double Click] Macintosh HD ‘I

MAC 55D

Locaitnrs

[Double Click] on Users e
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From the Finder
Select [File]
Select [New Folder]

Name your new folder [scans]
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B Shared Folder Setting on the Mac ~ FF<OH

Regarding the shared folder on the Mac, please check the
following settings:

1) Click on Apple@ Icon (Title Menu Bar Upper Left)
2) Select [System Preferences] > [Sharing].

MOCRSRO"alEOF - 0XFO000 (' @ Em@
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Scan to Folder — Mac OS ﬁ

& System Preferences FEdit View Window Help

L £ i Sharing Q
s

Computer Name: MacBook Pro

Check the [File Sharing] Box

Computars on your local network can access your computer st Edit
MacBook-Pro.local

Sarvice @ File Sharing: On

DVD or CD Sharing Other users can access shared folders on this computer, and administrators
oll volumes, at “afp:/f10.0.0.62" or "smb:/f10.0.0.62"

< I8~

Screen Sharing
Media Sharing Options...

File Shari
v Shared Folders: Users:
Printar Sharing 3

Remaote Login B :_ - Read & Write <

Remate Management =4 - :ﬂm' MHSUrAtors Read Only <+
CE :cocoe s

Remote Apple Events & Every Read Only

P Shared

< J N f<]

Select [Options]

Bluetooth Sharing

) Sh Shared Scan
nternet Sharin

e ™ 1 Users
Content Caching B scan
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Scan to Folder — Mac OS RICOH

@ System Preferences Edit

View Window Help

Confirm that the [Windows File Sharing]

setting and [Share files and folders using on
SMB] setting are enabled for shared user Y
accounts.

Select [Done]

Cmpugw Share files and folders using SMB

Servica

OVD or CD
Screen Sha
Maedia Shar
File Sharing
Printer Sha
Remate

Remaote Ma
Remote Ap|
Bluetooth £
Internet Sh

Share files and folders using AFP

aharnng L9 §

Numbaer of users connected: 0
Edit...

Number of users connacted: 0

Windows File Sharing:

Eharing files with soma Windows compulers requires sfaring ind admanistrators
the user's account password on this computer in a less secure

manmor. Whan you snable Windows sharing for a user account,

you must anter the password for that sccount. ,
Options...

On  Account

* because it
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Scan to Folder — Mac OS

Click the [+] sign under shared folders

@ System Preferences Edit

View Window Help

< J)

<JcRef<]

Computer Name:

<

Computers on your local network con access your computer at:

Sharing

MacBook Pro

MacBook-Pro.local

Service
DVD or CD Sharing
Screen Sharing
Media Sharing

File Sharing

Printer Sharing
Remote Login
Remota Management
Remote Apple Events
Bluatooth Sharing
Internet Sharing
Content Caching

@ File Sharing: On

Edit

Other users can access shared folders on this computer, and administrators

all volumes, at "alp/10.0.0.62° or “smb:/10.0.0.62%

Shared Folders:

| Shared
Shared Scan
B Users

Options...

i
Read & Write

Read Only
Read Only

€2 €3 €3
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Scan to Folder — Mac OS

Browse to your [Scans] Folder

Click [Add]

@ SystemPreferences Edit View Window Help

G 0 <O @ @ Thu2:31PM

| < mv | B Scans =
Favorites Shared Folder
& Recents W Applications B Dave Scan

W Library * 9 Dave Scan alias
2 Applications System » 7 DaveStoddard
(¥ Desktop E davidstoddard (Deleted)
[ Documents e g

© Downloads
= iCloud Drive

[0 Pictures
Locations

£ MacBook Pro
B mac sso

Tags
@ Red

New Folder

MOOKERO "' BEOF -QZE0000 ") @9
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Scan to Folder — Mac OS ﬁ

® System Preferences Edit View Window Help

< s Sharing Q,

Take nOte Of Computer Name Computer Name: MacBook Pro

Computers on your local network can access your computer at: Edit
MacBook-Pro.local

Setvice @ File Sharing: On

DVD or CD Sharing Other users can access shared folders on this computer, and administrators
all volumes, at "alp://10.0.0.62" or "smb:/10.0.0.62"

< I

Screen Sharing

Media Sharing Options...
File Sharing
Printer Sharing
Remote Login

Shared Folders:

< Q<] <)

Verify [Scans] is
listed under Shared
Folders

Read Only
Read Only

~
¥

[ Shared

Bluetooth Sharing
Internet Sharing
Content Caching

Verify username has Read
& Write access



SMB Signing on the Mac oo

imagine. change.

A new status regarding SMB signing labeled "SMB1SigningEnabled" was added in Mac OS
(Mavericks). If "SMB1SingningEnabled" is set to "TRUE®, the environment cannot conduct

Scan to Folder. To be able to conduct Scan to Folder, the value of "SMB1SigningEnabled"
will need to be changed.

Check the configuration of the SMB-signing setting. If the setting is enabled, it needs to be
disabled.

* How to check if SMB signing is enabled or disabled

Please note: As of MAC OS Catalina (10.15.7), it is no longer necessary to disable SMP signing. If it was

disabled on prior version, once updated to Catalina (10.15.7) or above, scan to function will not work.
Please reverse the instruction that follow.



SMB Signing on the Mac

N
imagine. change.

1) Open Finder (Title Menu Bar Upper Left)

2) Select [Application] in the sidebar and open
[Utility].

;

<> (=B - REE
huw‘".d Viaw Group  Action
Favorites
GarageBand 5.1 Google Chrome
ﬁ})AirDmp

&) Recents

T Desktop
5t Documents install_rmS.dmg iSync Pro
o Downloads
£ iCloud Drive
e B @
@ Pictures Microsaft Office Microsoft
Liscaticas 2m OneNote
£ MacBook Pro
£ Mac ssp
Tags
® Red Nik Collection Nik Saftware
Orange
Yellow i% .
@ Green
® Blue Proview QuickTime Player
@ Purple
O Gray
S
System TextEdit
Preferences
”

WD SmartWare

Share [t Tag:
-
GoToMeeting GoToMeeting
Kodak Share Launchpad
Button App
Microsoft Outicok Microsoft
PowerPoint

Nerton 360 Norton Safe Web
Plus
. \ 7
. \
o=l
Reminders Satari
-
i
The Neat The Unarchiver
Company

ha oLl -
Home iBoostup iBoostUp
Premium
® 2w
MacFamilyTree 7 Mail Maps

~
Microsoft Micrasoft Word Mission Control
Silverlight
-
NateBurner Notes OneDrive
Shutterfly Sirl SoundTap
Time Machine Topaz DeNoise 8 Topaz ReMask 5

Search
- =
Image Capture iMovie iMovie 8.06
-
Mask Pro 4.1 Messages Microsoft Excel
v
A
Music Neat News
Phota Booth Photos Podcasts
Stickles Stocks Stuffit Expander
e
™ Voice Memos




Scan to Folder — Mac OS ﬁ

Open [Terminal]. . o . =

rrrrrr fes -
@ { =~y [
(E recents -

A Applications Activity Monitor Adobe AIR Adobe AIR Adobe Adobe Flash  Adobe Instaliers  Adobe Utilities  Adobe Utilities - Adobe Utiies - AlrPort Utllity
B Deskiop Applicat._Installer Uninstaller Applicat._anager  Player in_..anager €ss Ccsé
1% Documents ﬁ‘ R LY 4 Q
© Downloads M 0 ": é ; G n @ &y _-‘\“- /r\
) E nter th e fo I IOWi n g Com m a nd i n Te rm i n al to See th e “Wﬁ Audio MID! Setup BIIE:,E::?‘!:“:IQ :“mﬂ;:ﬁ';nzgédm B::;;‘::[D ColorSync Utllity Console Dg."l“.;\“t"mnr Disk Utility Grapher Keychain Access
configuration for SMB1SigningEnabled: & e /
- Locations L o 3 -
+ echo "show com.apple.smb" | scutil 2 Mactook ro _ e X ﬁ_
E MAC 550 :‘g:’aj::: Screenshot Script Editor mlsuyr:a_;:\un Terminal VoiceOver Utility
* Press [Enter/Return]
@ Red
Orange
Yellow
@ Gresn
® Bius
@ Purple
® Gray

All Tags...



Scan to Folder — Mac OS

RECO=

imagine. change.

Check the value of

SMB1SigningEnabled.

it baa San B _1L-37-BE8 oo n_;cn.nn
ﬁiﬁﬁﬁh#ﬁ"—“ﬁ"ﬁﬁb'“'iliuii' ‘com.apple.sab® [scutil
I¥Z 1

AelsEnabled : FALSE
AllewDropboxShare : TRUE
&llnnﬁuustﬁctJE? : TRUE
DOsCodePage : 858
DirectoryLeasingEnabled : TRUE
FileLeasingEnabled : TRUE
LocalkKerberosRealm : LKDC:SHAL.AZEBFDIELBY29CCIBBOLDY
MaxClients : 580
WetBIOSName : MACBOOK-PRO
ProtocolVersionMap = 7
QuarantineGuest : TRUE

o

Laha st Ao Tou e

| Sl'-ﬁ-i:SiuninnEndblnd = TRUE |

ServerDescription : MacBook Pro
SharingEnabled : TRUE
SigningEnabled : TRUE
SigningRequired : TRUE
StrictDirRename : 2
TransportkKeepAlive : 120
VirtualAdasinShares : TRUE
VirtualHomeShares : TRUE
Workgroup : WORKGROUP

If

“SMB1SigningEnabled”
is set to “TRUE”, Scan
to Folder cannot be
conducted.



B How To Disable SMB Signing RECOH

1) Open the [Terminal] application, located in [Utilities].
2) Enter the following commands to set SMB1SigningEnabled" to "FALSE:

» sudo defaults write /Library/Preferences/SystemConfiguration/com.apple.smb.server.plist SMB1SigningEnabled -bool FALSE

* Press [Enter/Return]

» sudo /usr/libexec/smb-sync-preferences

+ Press [Enter/Return]

3) Reboot MAC

Please note: According to Apple, disabling "SMB1SigningEnable" causes the device
to not be able to detect an attack that changes how SMB packets are transported. For
security and liability purposes, this workaround should be performed by the customer.
In addition, because this issue is related to the behavior of Mac OS X, if there are any
questions about this workaround, please ask the customer to contact Apple.



B Authentication Method on the MFP

Please note: The remaining procedures are performed on Windows OS

The authentication method needs to be changed from
NTLM to NTLMv2 via Telnet: (MAC OS no longer
supports Telnet)

* If Windows 7 or a later Windows OS is being used,
"Telnet Client" in Windows Features must be enabled
beforehand.

Open [Control Panel]
Select [Turn Windows features on or off]
Check [Telnet Client]

Control Panel Home

1 Al Cestuc Pl Hure
L

8}

Currently installed programs Total size
110 programs instafled

12.9GB

i A
T -
e .
"o q
84 = L
B e @ e &
T
Uninstall or change a program
o unipesil facis ficke Llninesall O Bk,
1Bl Windows Features - o x
Organize .
Turn Windows features on or off @
Name
To turn a feature on, select its check box. To turn 3 feature off, clearits
AMicrosd  check box, A filled box means that only part of the feature is tumed on.  Fation
@ Mazilla
T Moila Microsoft XPS Decument Wiiter ~
i officest | ® [0 | MultiPaint Connector e
a % @ | Print and Document Services
& Optimal i . ion
B4 | Remote Differential Compression AP Support .
@ Cptimal lion
o PartsF 37 [0 | Services for NFS
@ Parls q [ Simple TCPIP services (i.e. echo, daytime etc)
vivilegd | o (] | SMB 1.0/CIFS File Sharing Suppert Jorion
&) Privileg 5 | SM8 Direct Fporation
1l | Telnet Client
i [0 | TFIP Client ) Led.
Bricon 1 | Virtual Machine Platfarm
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[ Ruby
Cancel
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[ Snapshot Viewer
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Telnet

Open the Command Prompt

One of the quickest ways to start the Command Prompt is to click the
Windows Start button and type [emd]: Press [Enter]

s All P JCUMmE A -
(B
Hissdally =
Best match
s - Command Prompt—
9 App
Al i

Search work and web

P cmd - ses work and web results >

Command Prompt

App

= Open

Run as administrator
[ Open file location
B pin to start

= Pin to taskbar




B Telnet ey

Use the IP address or the hostname of the
machine to start Telnet.

For example, if the machine's IP address is
"192.168.15.16", enter the address as follows:

Telnet 192.168.15.16




Telnet

1) Enter the username and password.

Both the username and password are the
same as the one for the administrator of
Web Image Monitor.

2) Enter a command.
msh> smb client auth
- Displays the current setting.
msh> smb client auth 1 Press [Enter]

-Enables NTLMv2.

{ B Telnet

BN Telnet




Telnet imagine. change.

BN Telnet

3) Exit Telnet.

msh> logout

* A message asking to confirm saving the changes appears.
* Type [yes] to save the changes and then press [Enter].
When the changes are saved, the network interface

board is reset automatically with those changes
applied.

Cont

Proceed to configure MFP via Control Panel / WIM



